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o x86-64 FHF SRS

o QEMU user, Rosetta2, Fex EMU, LATX
e https://github.com/ptitSeb/box64
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libwrapping

e Linux Userspace x86 64 Emulator with a twist

o B E‘TISHEESE", Ak Id-linux-x86-64.s0.2
e Emulated libs # native libs

o JERITNETER FE R R A IS AR B A RS e FE



fRiEes

o 5T NEXAIFRER] switch 155

// 66 OF 38 0C [PBLENDPS Gx, Ex, Ib]
#define F8 * (uint8_t*) (addr++)
case 0x0C:
nextop = F8;
GETEX (1) ;
GETGX;
tmp8u = F8;
for (int i = 0; i < 4; ++i) {
if (tmp8u & (1 << i)) GX->ud[i] = EX->ud[i];
}

break;

o XIFHIESERE, FARK
e AFT|IE(T _ libc start main ZBHIAICHY
o FHFAME TF (trap flag) . SMC £



DynaRec

o FEFEATNEXRIERE switch 126

o 7#F ARM64, RV64 LUK LAG4

o FNERIZHIMIDER, IR, LS
o INERIFFRDED

o B x86 B/ FesEEAIIRETEI— native GPR, & GPR {EJ3 scratch Z{F&s
o B— AR Ees T IETZ~F0 SIMD / Vector 51728

o eflags K& tE
o FRAIFTEERAFEENE
o SIHLAIEINFER



13322 |Emitting 228 bytes for 86 x64 bytes ( => /home/ksco/GOGGames/SOMA/game/Soma.bin.x86_64:_ZN3hpl4cGuil2SendKeyPressERKNS_9cKeyPressE)
Oxc9e770: 48 83 EC 58 sub rsp, 0x58
ox7fff6351de38: 2 emitted opcodes, inst=0, barrier=0 state=3/0(0), set=3F/0, use=0, need=0/0, sm=0/0, last_ip=0xc9e770
03816007 ORI x3_r7, xZR, 0x58
00119e10 SUB.D XRSP_r16, xRSP_rl6, x3_r7
Oxc9e774: 48 8B 7F 40 mov rdi, [rdi+ex40]
Ox7fff6351de40: 1 emitted opcodes, inst=1, barrier=0 state=0/1(0), set=0/0, use=0, need=0/0, sm=0/0, pred=0, last_ip=0xc9e770
28¢10273 LD.D XRDI_r19, xRDI_rl9, 64
@xc9e778: 48 85 FF test rdi, rdi
ox7fff6351de44: 2 emitted opcodes, inst=2, barrier=0 state=3/1(0), set=3F/8, use=0, need=0/8, sm=0/0, pred=1, last_ip=0xc9e770
29913080 ST.W XZR, xEmu, 1100
003fce73 X64AND.D xRDI_r19, xRDI_rl9
0xc9e77b: 74 42 jz ©x0000000000CIETBF
0x7fff6351de4c: 3 emitted opcodes, inst=3, barrier=0 state=0/1(1), set=0/0, use=8, need=8/0, sm=0/0, pred=2, jmp=17, last_ip=0xc9e770

00369005 X64SETJ x1_r5, 0x4
440078a0 BNEZ x1_r5, 120
03400000 NOP

0xc9e77d: C6 44 24 08 01 mov byte ptr [rsp+0x08], 0x01

Ox7fff6351de58: 2 emitted opcodes, inst=4, barrier=0 state=0/1(1), set=0/0, use=0, need=0/0, sm=0/0, pred=3, last_ip=0xc9e770
02c00407 ADDI.D x3_r7, xZR, 1
29002207 ST.B x3_r7, xRSP_rl6, 8

Oxc9e782: C6 44 24 09 00 mov byte ptr [rsp+0x09], 0x00

ox7fff6351de60: 1 emitted opcodes, inst=5, barrier=0 state=0/1(1), set=0/0, use=0, need=0/0, sm=0/1, pred=4, last_ip=0xc9e770
29002600 ST B! XZR, xRSP_r16, 9

@xc9e787: C7 44 24 ©C 01 00 00 00 mov dword ptr [rsp+6xeC], ©x01

Ox7fff6351de64: 3 emitted opcodes, inst=6, barrier=0 state=0/1(1), set=0/0, use=0, need=0/0, sm=0/1, pred=5, last_ip=0xc9e770

02c03206 ADDI.D x2_r6, xRSP_rl16, 12
03800407 ORI x3_r7, xZR, 0Ox1
298000c7 ST.W x3.r7, x2_r6, O

0xc9e78f: 48 C7 04 24 50 46 9C 01 mov qword ptr [rsp], 0x19C4650
Ox7fff6351de70: 3 emitted opcodes, 1inst=7, barrier=0 state=0/1(1), set=0/0, use=0, need=0/0, sm=0/1, pred=6, last_ip=0xc9e770

14033887 LU12I.W x3_r7, 0x19c4
039940e7 ORI x3_r7, x3_r7, 0x650
29c00207 ST.D x3_r7, xRSP_rl6, ©

Oxc9e797: 48 C7 44 24 38 00 00 60 00 mov qword ptr [rsp+0x38], 0x00

ox7fff6351de7c: 2 emitted opcodes, inst=8, barrier=0 state=0/1(1), set=0/0, use=0, need=0/0, sm=0/1, pred=7, last_ip=0xc9e770
02c0e206 ADDI.D Xx2_r6, xRSP_rl6, 56
29c000cO ST.D xZR, x2_r6, ©

Oxc9e7a0: 8B 46 08 mov eax, [rsi+0x08]

Ox7fff6351de84: 1 emitted opcodes, inst=9, barrier=0 state=0/1(1), set=0/0, use=0, need=0/0, sm=0/1, pred=8, last_ip=0xc9e770
2a80224c LD.WU XRAX_r12, xRSI_rl8, 8

@xc9e7a3: 89 44 24 2C mov [rsp+0x2C], eax

ox7fff6351de88: 1 emitted opcodes, inst=10, barrier=0 state=0/1(1), set=0/0, use=0, need=0/0, sm=0/1, pred=9, last_ip=0xc9e770
29860b20c ST.W XRAX_r12, xRSP_rl16, 44

@xc9e7a7: 48 8B 06 mov rax, [rsi]

Ox7fff6351de8c: 1 emitted opcodes, inst=11, barrier=0 state=0/1(1), set=0/0, use=0, need=0/0, sm=0/1, pred=10, last_ip=0xc9e770
28c0024c LD.D XRAX_r12, xRSI_rl18, ©

Oxc9e7aa: 48 89 44 24 24 mov [rsp+6x24], rax

Ox7fff6351de90: 1 emitted opcodes, inst=12, barrier=0 state=0/1(1), set=0/0, use=0, need=0/0, sm=0/1, pred=11, last_ip=0xc9e770
29c0920c ST.D XRAX_r12, xRSP_r16, 36

Oxc9e7af: 48 8D 14 24 lea rdx, [rsp]

Ox7fff6351de94: 1 emitted opcodes, inst=13, barrier=0 state=0/1(1), set=0/0, use=0, need=0/0, sm=0/1, pred=12, last_ip=0xc9e770
02c0020e ADDI.D XRDX_r14, xRSP_rl6, ©

@xc9e7b3: BE 11 60 06 60 mov esi, Ox1l

0x7fff6351de98: 1 emitted opcodes, inst=14, barrier=0 state=0/1(1), set=0/0, use=0, need=0/0, sm=0/1, pred=13, last_ip=0xc9e770
03804412 ORI XRSI_r18, xZR, Ox11
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[RENTTHY x86_64 IZRRE28N{aFEHAIMBEREIAY?

call 1030 <puts@plt>
PLT
1020 <puts@plt-0x10>:
1020: push QWORD PTR [rip+0x2fca] # 3ff0
1026: jmp QWORD PTR [rip+0x2fcc] # 3ff£8
102c: nop DWORD PTR [rax+0x0]
1030 <puts@plt>:
1030: jmp QWORD PTR [rip+0x2fca] # 4000

1036: push 0x0
103b: jmp 1020

GOT

3f£f0:
3f£8:
4000:

< dl runtime resolve>

1036 <puts@plt+6>




[RENTTHY x86_64 IZRRE28N{aFEHAIMBEREIAY?

call 1030 <puts@plt>

1020 <puts@plt-0x10>: SB3T puts HISCRRIbIL
1020: push QWORD PTR [rip+0x2fca] # 3ff0
1026: Jmp QWORD PTR [rip+0x2fcc] # 3ff£8 3££0 -

102c: nop DWORD PTR [rax+0x0] 3ff8:

< dl runtime resolvg>
4000: 1036 <puts@plt+6>

OWORD PTR [rip+Ox2fca] # 4000 /
0x0

1030 <puts@plt>:

1030: jmp
1036: push
103b: jmp 1020

“All problems in computer science can be solved by another level of indirection”
/— = A



Executable [| Emulated lib Wrapping

IEEEEENN | e
> Code

| Native lib

Box64 ¥hiX/MIIEAIEELY T
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call 1030 <puts@plt>

/3 bridge RYltEiL

1020 <puts@plt-0x10>:

1020: push QWORD PTR [rip+0x2fcal] # 3ff0

1026: jmp QWORD PTR [rip+0x2fcc] # 3f£8 3££0 -
102c: nop DWORD PTR [rax+0x0] 3F£8:

<PltResolver>
4000: 1036 <puts@plt+6>

QWORD PTR [rip+0x2fca] # 4000 ,/////
0x0

1030 <puts@plt>:

1030: jmp
1036: push
103b: jmp 1020

“All problems in computer science can be solved by another level of indirection”

I o



Bridge?

typedef void (*wrapper t) (x64emu_t* emu, uintptr t fnc);

struct {
uint8 t CC; // INT3
uint8 t S, C; // 'S' 'C', just a signature
wrappg:_t w; // wrapper
uintptr t £; // the function for the wrapper

}
typedef void (*vFii_ t) (int32_t, int32_t);
void vFii (x64emu_t *emu, uintptr t fcn) {

vFii t £n = (vFii_t)fen;
fn((int32_t)R RDI, (int32_t)R RSI);
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LB IN—E Redirection
Wrapper BREIAB BRI native BRZY, M=2EHE my_ Rz

EXPORT void my3 CRYPTO set_id callback(x64emu_t* emu, void* cb)
{

my->CRYPTO set id callback(find id func_Fct(cb));
}



IB5REBI1—E Redirection

#define SUPER() GO(0) GO(1l) GO(2) GO(3) GO(4)

#define GO (A) \
static uintptr t my3 _id func fct ##A = 0; \
static unsigned long my3 id func_ ##A() \
{ \

return (unsigned long)RunFunctionFmt (my3 id func_fct ##A, ""); \
}
SUPER ()
#undef GO

static void* find id func_ Fct (void* fct)

{
if (!'fct) return NULL;

void* p;
if ((p = GetNativeFnc ((uintptr_t)fct))) return p;
#define GO(A) if(my3 id func_ fct ##A == (uintptr t)fct) return my3 id func_ ##A;
SUPER ()
#undef GO
#define GO (A) \
if (my3_id func fct ##A == 0) { \
my3 id func_fct ##A = (uintptr t)fct; \
return my3_id func ##3; \
}
SUPER ()
#undef GO

printf log(LOG_NONE, "Warning, no more slot for libcrypto id func callback\n") ;
return NULL;
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5@'1%55_*..52

EB CA Jmp 0x0006FFFFBC11257A
41 81 C8 60 02 60 60 or r8d, 0x200

case 0x01:
INST_NAME ("ADD Ed, Gd");
SETFLAGS (X_ALL p SF_SET_PENDING) ;
nextop = F8;
GETGD;
GETED (0) ;
emit_add32(dyn, ninst, rex, ed, gd, x3, x4, x5);
WBACK;
break;

B =G E—ECREENA pass B

E9 A4 FE FF FF jmp 0x0000FFFFBC112460 (=> ,1ii,’¥86_64-linux-gnu/libgcc_s.so.1/ + 134 = J
SR,

41 81 C8 00 60 61 60 or r8d, 0x10000

E9 C3 FE FF FF jmp 0x0000FFFFBC11248B {-> /1ib/x86_64-linux-gnu/libgcc_s.so.1l/ + 134

506 52810003 MOVZ w3, 0x800

———————————————
507 22030252 ORR WR8, WR8, w3

--> potential Son here

508 17ffffc2 B #+-62i
--> potential Son here

; Oxffffb9leads84d

509 52804003 MOVZ w3, ©x200
510 22030252 ORR wR8, wR8, w3

--> potential Son here

511 17fffe7f B #+-3851
--> potential Son here

; oxffffb9lea8s4

512 52800003 MOVZ w3, 0x0
72300023 MOVK w3, 0x1 LSL 16
514 22030252 ORR WR8, WR8, w3

--> potential Son here

515 17fffebl B #+-335i1 ; Oxffffb9lea9sc
-- END OF BLOCK ---- (132, 26 sons)

Pass 2 Pass 3

Jump table 0. 1TE block F x86 I5<$#=E

1. FRCBHE RS ARABEE, 1THE
eflags {kERKXE*
2. i1& native I§SEE

OXFFFFBC112460 | OXFFFFB91EA884

b == (=P 7
OxFFFFBC11248B 3. *B’TEQTEVEEEE

* BRIBESTEEINMCHGRIIELE flags,
IZEWBLE flags
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CALL/RET fii{t

i
CALL — pREUER; RET — BREURME]
NRSSlySEw

CALL - E% (18) - Bt — ... > RET - Bx (18) —iRE
FF/E CALL/RET {fift
CALL — Ftx — BX (18) — B4 — ... » RET — 3#ZLERT — iR[E]

1% x64 IR native HBlF—EBELE Evt x64 itbitFN RET #F2H/—3K
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LA SIGSEGV /3l

iF=/3 signal handler {RIEFFER] SIGSEGV
#:Ulakﬁ PC EKEEE JIT IZﬂz
1}3}55 guest S|gnal handler

How?
SiFas——hrgd
F—FKIESHTFSERNBA—EETAENBAZE

B, (F=RIZ x86 FFRAVRSIEINFZRI—EREIRRY
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Self-Modifying Code ™



Self-Modifying Code ™

guest NIBTNIRE N RIE

signal handler ¥l si_addr 248 F guest L3R
188 dynablock /3 dirty

XJRZAY guest RASTTIRENRI S

siglong]unp IREEIRRIEEE, (ERMERIIT SMC X5
fREEsB2ptEE15<[Z DynaRec

tRC/9RERY dynablock ZEHITRISIGUE CRC, FHEE
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Co-simulator



Co-simulator

o TR FERIGHE

e F/E/E, DynaRec STEG—ZISSMISHEIEN test_step () BEAR, %
FHAHUTIRESHRBEIRA, REFARIESIT MRS EE —
%

Warning, difference between x64 Interpreter and Dynarec in 0x10000c82d (66 O0f ef cl Of 29 85 40)

DIFF: Dynarec | Interpreter

XMM[00]: 01100£0a06810708-00££802015050100 | 33d00faf54£383£6-81£fc8221157a81ff
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